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(54) ELECTRONIC CAMERA 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic camera that is 
suitable for preventing forgery of generated digital image data and for 
improving the reliability as evidence. 

SOLUTION: A relating information insert section 18 uses the 
electronic watermark technology to imbed relating information of 
digital image data stored in a relating information storage section 1 2 
to the digital image data obtained by an image receiving section 1 1 . 
An electronic signature generating section 1 5 generates an electronic 
signature of the digital image data to which the relating information is 
imbedded. A recording section 17 adds the electronic signature to the 
digital image data to which the relating information is imbedded and 
stores the resulting data to a storage section 16. 
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NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The electronic camera characterized by having the electronic office expert stage which is the 
electronic camera which picturizes an image and is changed into digital image data, and creates the 
electronic signature of said digital image data, and a storage means to add said electronic signature to 
said digital image data, and to memorize to a storage. 

[Claim 2] The electronic camera characterized by having further an authentication means to be an 
electronic camera according to claim 1, and to attest the digital image data concerned using the 
electronic signature added to said digital image data. 

[Claim 3] The electronic camera characterized by having the digital-watermarking means which is the 
electronic camera which picturizes an image and is changed into digital image data, and embeds the 
related information of the digital image data concerned at said digital image data using a digital- 
watermarking technique, and a storage means to memorize to a storage the digital image data where 
said related information was embedded. 

[Claim 4] It is the electronic camera characterized by being an electronic camera according to claim 3 f 
and said digital-watermarking means generating the digital image data where said two or more divided 
fields including the field where said digital image data was divided into two or more fields, and the related 
information of said digital image data was embedded to at least one of two or more of the divided fields 
concerned, and the related information concerned was embedded were unified, and said related 
information was embedded. 

[Claim 5] It is an electronic camera according to claim 3. Said digital-watermarking means While dividing 
said digital image datai into two or more fields, divide the related information of the digital image data 
concerned into plurality, make each correspond to said two or more fields of each, and said two or more 
fields of each are received. The electronic camera characterized by unifying said two or more fields 
where the part to which said related information divided into plurality corresponds was embedded, and 
the part corresponding to each in said related information was embedded, and generating the digital 
image data where said related information was embedded. 

[Claim 6] The electronic camera characterized by having further a related information extract means to 
be an electronic camera according to claim 3, 4, or 5, and to extract the related information embedded 
at said digital image data using a digital-watermarking technique. 

[Claim 7] The electronic camera characterized by to have the digital-watermarking means which is the 
electronic camera which picturizes an image and is changed into digital image data, and embeds the 
related information of the digital image data concerned at said digital image data using a digital- 
watermarking technique, the electronic office expert stage which creates the electronic signature of the 
digital image data where said related information was embedded, and a storage means to add said 
electronic signature to the digital image data where said related information was embedded, and to 
memorize to a storage. 

[Claim 8] The electronic camera characterized by having further an authentication means to attest the 
digital image data where the related information concerned was embedded, and a related information 
extract means to extract the related information embedded at said digital image data using a digital- 
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* watermarking technique, using the electronic signature added to the digital image data where it is an 
electronic camera according to claim 7, and said related information was embedded. 
[Claim 9] It is the electronic camera characterized by what it has further a compression means to 
compress the digital image data where it is an electronic camera according to claim 7, and said related 
information was embedded, said electronic office expert stage creates the electronic signature of said 
compressed data, and said storage means adds said electronic signature to said compressed data, and is 
memorized to a storage. 

[Claim 10] An authentication means to be an electronic camera according to claim 9, and to attest the 
compressed data concerned using the electronic signature added to said compressed data, An 
elongation means to generate the digital image data where said compressed data were elongated and 
said related information was embedded, The electronic camera characterized by having further a related 
information extract means to extract the related information embedded at said elongated digital image 
data, using a digital-watermarking technique. 

[Claim 1 1] It has further a compression means to be an electronic camera according to claim 7, and to 
compress said digital image data. Said digital-watermarking means The related information of said digital 
image data is embedded to said compressed data using a digital-watermarking technique. Said electronic 
office expert stage It is the electronic camera characterized by what said storage means adds said 
electronic signature to the compressed data with which said related information was embedded by 
creating the electronic signature of the compressed data where said related information was embedded, 
and is memorized to a storage. 

[Claim 12] An authentication means for the related information concerned to have been embedded using 
the electronic signature where it is an electronic camera according to claim 11, and said related 
information was embedded and which was added to the compressed data and to attest the compressed 
data, The electronic camera characterized by having further a related information extract means to 
extract the related information embedded to said compressed data, and an elongation means for said 
related information to have been embedded and to elongate the compressed data and to generate said 
digital image data, using a digital-watermarking technique. 

[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the suitable technique for the alteration prevention of 
digital image data and the improvement in dependability as a proof which were generated especially 
about the electronic camera which picturizes an image and is changed into digital image data. 
[0002] 
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'[Description of the Prior Art] The electronic camera which changes into an electrical signal 
conventionally the optical image caught with the lens with image sensors, such as CCD (Charge Couoled 
Device), and records the obtained image data by the digital format is known. By recent years, it may also 
be considered with the improvement in the engine performance of an image sensor etc. also acquiring 
about the same image quality as a film photo and that are becoming possible, replace with the usual 
camera at various certification or photography of evidence for this reason, and an electronic camera is 
adopted. 
[0003] 

[Problem(s) to be Solved by the Invention] By the way, digital image data has the special feature that a 
computer can edit and reproduce easily. For this reason, when an electronic camera is used for 
photography of various certification, proof, etc., compared with the case of the usual camera, injustice 
may be performed more skillfully. 

[0004] For example, it is used for various certification or proof, or the digital image data which 
reproduced freely the digital image data of others who got with the electronic camera, and was obtained 
with the electronic camera is edited, modification is added to the image at the time of photography, and 
it is possible to use this for various certification, proof, etc. In such a case, compared with the case of 
the film photo obtained with the usual camera, unjust detection is not easy. 
[0005] This invention is made in view of the above-mentioned situation, and the purpose of this 
invention is to offer the suitable electronic camera for the alteration prevention of digital image data and 
the improvement in dependability as a proof which were generated. 
[0006] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, the 1 st mode 
of this invention is an electronic camera which picturizes an image and is changed into digital image data, 
and is characterized by having the electronic office expert stage which creates the electronic signature 
of said digital image data, and a storage means to add said electronic signature to said digital image data, 
and to memorize to a storage. 

[0007] You may make it have further an authentication means to attest the digital image data concerned 
here, using the electronic signature added to said digital image data. 

[0008] In addition, as an electronic signature technique used for the electronic office expert stage and 
authentication means of this mode, the technique of a publication is mentioned to "A Public Key 
Cryptosystem and a Signature Scheme Based onDescrete Logarithms" (IEEE Trans. On Inform.Theory, 
Vol.IT31, No.4, pp, 469-472, 1985), for example. In an electronic office expert stage, the Hash Function 
which is one directional function estimates digital image data, it is enciphering the hash value which it is 
as a result of evaluation with the private key (signature key) according to a public-key-encryption 
system, and, specifically, the electronic signature of the digital image data concerned is created. On the 
other hand, with an authentication means, the electronic signature added to said digital image data is 
decrypted with said private key and a pair of public key (verification key), a hash value is obtained, and 
this is compared with the hash value obtained by evaluating said digital image data by said Hash 
Function. And when both are in agreement, said digital image data is attested after creation of the 
electronic signature of the digital image data concerned as what is not changed. 
[0009] Since according to this mode the electronic signature of the data concerned is added to the 
digital image data obtained by picturizing an image and a storage memorizes, modification added to the 
data concerned after electronic signature creation is detectable by attesting using the electronic 
signature concerned. Since electronic signature is created within an electronic camera at the time of 
image photography, when it is used for photography of various certification, proof, etc., injustice, such as 
an alteration of digital image data, can be detected easily. 

[0010] The 2nd mode of this invention is an electronic camera which picturizes an image and is changed 
into digital image data, and is characterized by having the digital-watermarking means which embeds the 
related information of the digital image data concerned at said digital image data, and a storage means to 
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'memorize to a storage the digital image data where said related information was embedded, using a 
digital-watermarking technique. 

[001 1] You may make it have further a related information extract means to extract the related 
information embedded at said digital image data here, using a digital-watermarking technique. 
[0012] In addition, a digital-watermarking technique is a technique embedded so that the predetermined 
information concerned cannot be extracted from the digital image data concerned, without using said 
predetermined regulation at least by adding modification for predetermined information to digital image 
data at the brightness information of said digital image data according to a predetermined regulation. In 
case said predetermined information is extracted from said digital image data, there are what refers to 
original digital image data (digital image data before embedding said predetermined information), and a 
thing which is not referred to. It is desirable to use for the related information extract means of this 
mode the technique in which related information can be extracted from digital image data, without 
referring to original digital image data. As such a technique, the technique of a publication is mentioned, 
for example to "static-image data hiding by pixel block" (In Proc.of IPSJ 56 th annual conference, 1998). 
[0013] Since according to this mode copyright information, such as a photography person, the related 
information, for example, the photography time, of the data concerned, and a photography location, is 
embedded at the digital image data obtained by picturizing an image and a storage memorizes, related 
information can be extracted from the digital image data concerned, and the contents can be checked. 
Since embedding of related information is performed within an electronic camera at the time of image 
photography, when it is used for photography of various certification, proof, etc., it can raise the 
dependability as a proof of digital image data. 

[0014] In addition, in this mode, said digital-watermarking means may unify said two or more divided 
fields including the field where said digital image data was divided into two or more fields, and the related 
information of said digital image data was embedded to at least one of two or more of the divided fields 
concerned, and the related information concerned was embedded, and may generate the digital image 
data where said related information was embedded. 

[0015] By doing in this way, since embedding of related information is performed to the field of the 
arbitration of the digital image data divided into two or more fields, it can make small the work area of 
memory and the load of CPU which are used for the embedding of related information compared with 
the case where related information is embedded to the whole digital image data. This is effective in 
especially the electronic camera with which small and lightweight-ization are desired. 
[0016] In addition, when all the related information is embedded to the field of the arbitration of the 
digital image data divided into two or more fields and it is apprehensive about degradation of the image 
quality of the field concerned, said digital-watermarking means may be corrected as follows. That is, 
related information is divided into plurality and each is made to correspond to said two or more fields of 
each. And processing which embeds the part to which said related information divided into plurality 
corresponds to the field concerned about said two or more fields of each is performed one by one, said 
two or more fields where the part corresponding to each in said related information was embedded are 
unified after that, and the digital image data where said related information was embedded is generated. 
[0017] The 3rd mode of this invention is an electronic camera which picturizes an image and is changed 
into digital image data, and uses a digital-watermarking technique. The digital-watermarking means which 
embeds the related information of the digital image data concerned at said digital image data, It is 
characterized by having the electronic office expert stage which creates the electronic signature of the 
digital image data where said related information was embedded, and a storage means to add said 
electronic signature to the digital image data where said related information was embedded, and to 
memorize to a storage. 

[0018] You may make it have further an authentication means to attest the digital image data where the 
related information concerned was embedded, and a related information extract means to extract the 
related information embedded at said digital image data using a digital-watermarking technique here, 
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'using the electronic signature added to the digital image data where said related information was 
embedded. 

[0019] According to this mode, to the digital image data obtained by picturizing an image Since the 
related information of the data concerned is embedded, the electronic signature of the data concerned 
is added to the digital image data where the related information concerned was embedded further and a 
storage memorizes By attesting using the electronic signature concerned, modification added to the 
data concerned after electronic signature creation can be detected, and related information can be 
extracted from the data concerned, and the contents can be checked. Therefore, when it is used for 
photography of various certification, proof, etc., while injustice, such as an alteration of digital image 
data, is detectable, the dependability as a proof can be raised. 

[0020] In addition, in this mode, it has further a compression means to compress the digital image data 
where said related information was embedded, and said electronic office expert stage creates the 
electronic signature of said compressed data, and said storage means may add said electronic signature 
to said compressed data, and may memorize it to a storage. 

[0021] It has further a compression means to compress said digital image data. Or said digital- 
watermarking means The related information of said digital image data is embedded to said compressed 
data using a digital-watermarking technique. Said electronic office expert stage The electronic signature 
of the compressed data where said related information was embedded is created, and said storage 
means may add said electronic signature to the compressed data with which said related information 
was embedded, and may memorize it to a storage. 

[0022] By doing in this way, both can reduce the amount of information memorized to a storage. 
However, in the former, since related information is embedded after digital image data is compressed by 
the latter to the data concerned being compressed after related information is embedded at digital 
image data, former one can reduce more the effect which related information has on original digital 
image data. 
[0023] 

[Embodiment of the Invention] Below, the 1st operation gestalt of this invention is explained. 

[0024] Drawing 1 is the functional block diagram of the electronic camera with which the 1st operation 

gestalt of this invention was applied. 

[0025] Here, the television section 1 1 changes into an electrical signal the optical image caught with the 
lens with image sensors, such as CCD (Charge Couoled Device) and MOS (Metal-Oxide Semiconductor), 
and changes this into digital image data. 

[0026] The related information attaching part 12 holds the information (copyright information) on the 
related information, for example, the photography time, and the photography person of the digital image 
data obtained in the television section 11, a photography location, etc. Here, a photography person's 
information may register beforehand what was received from the operator through the input section 23. 
Moreover, you may make it acquire the information about photography time from the built-in clock 24. 
Moreover, through the input section 23, at every photography, the information about a photography 
location prepares the its present location calculation section which you may make it receive from an 
operator, or computes a its present location using a GPS technique, and may be made to make a 
photography location the current position which the calculation section concerned computed at the time 
of photography. 

[0027] The related information insertion section 13 embeds the related information of the digital image 
data concerned which the related information attaching part 12 holds at the digital image data obtained 
in the television section 1 1 using a digital-watermarking technique. In addition, a digital-watermarking 
technique is a technique embedded so that the predetermined information concerned cannot be 
extracted from the digital image data concerned, without using said predetermined regulation at least by 
adding modification for predetermined information to digital image data at the brightness information of 
said digital image data according to a predetermined regulation, as mentioned above. It faces extracting 
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'said predetermined information from said digital image data, and there are what refers to original digital 
image data (digital image data before embedding said predetermined information), and a thing which is 
not referred to. Suppose that the latter technique is used with this operation gestalt. As such a 
technique, the technique of a publication is mentioned, for example to "static-image data hiding by pixel 
block 7 ' (In Proc.of IPSJ 56 th annual conference, 1998). 

[0028] A compression zone 14 compresses the digital image data where related information was 
embedded by the related information insertion section 13 according to the JPEG (Joint Photographic 
Coding Experts Group) method defined by "ISO International Standard 10918 Parti." 
[0029] The electronic signature generation section 1 5 generates electronic signature to the digital image 
data which was compressed by the compression zone 14 and where related information was embedded. 
In addition, as an electronic signature technique, the technique of a publication is mentioned to "A 
Public Key Cryptosystem and a Signature Scheme Based onDescrete Logarithms" (IEEE Trans.On 
Inform/Theory, Vol.IT31, No.4, pp, 469-472, 1985), for example. The Hash Function which is one 
directional function specifically estimates the data compressed by the compression zone 14, and 
electronic signature is created by enciphering the hash value which it is as a result of evaluation with 
the private key (signature key) according to a public-key-encryption system. 

[0030] The storage section 16 is constituted possible [ insert and remove ] for storages, such as a flash 
memory which has portability. 

[0031] The Records Department 17 makes the electronic signature which generated the digital image 
data which was compressed into the storage with which the storage section 16 was equipped by the 
compression zone 14, and where related information was embedded in the electronic signature 
generation section 15 add and record. Drawing 2 is drawing having shown the configuration of the data 
recorded on the storage with which the storage section 16 was equipped, when a JPEG method is used 
for compression by the compression zone 14. The compression data file by the JPEG method consists 
of a configuration information storage area 230 where the information about the configuration of the 
compression image data stored in the compression image data storage area 220 where the compressed 
image data is stored, and the compression image data storage area 220, such as magnitude of the whole 
compression data file, magnitude of the compression image data storage area 220, and error correction 
information, etc. is stored so that it may illustrate. And the user definition area (Application Data 
Segment) 240 which is the extended area which a user can define is established in the configuration 
information storage area 230. The Records Department 17 is storing in this user definition area 240 the 
electronic signature generated in the electronic signature generation section 15, and makes electronic 
signature add and record on the data compressed by the compression zone 14. 

[0032] The playback section 18 reads the electronic signature added to the compression image data 
recorded on the storage with which the storage section 16 is equipped, and the data concerned. 
[0033] The electronic signature authentication section 19 attests the compression image data to which 
the electronic signature concerned was added using the electronic signature which the playback section 
18 read. This electronic signature authentication section 19 becomes the electronic signature generation 
section 15 and a pair, decrypts electronic signature using the private key specifically used for 
enciphering a hash value in the electronic signature generation section 15, and a pair of public key 
(verification key), and restores a hash value. Moreover, the Hash Function which used the compression 
image data to which the electronic signature concerned was added for generating a hash value in the 
electronic signature generation section 1 5 estimates, and the hash value which it is as a result of 
evaluation is generated. And when the restored hash value is compared with the generated hash value 
and both are in agreement, compression image data attests after creation of the electronic signature of 
the data concerned as what is not changed. 

[0034] The elongation section 20 becomes a compression zone 14 and a pair, elongates the compression 
image data attested in the electronic signature authentication section 19 according to the elongation 
method according to the compression method in a compression zone 14, and restores the digital image 
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•data where related information was embedded. 

[0035] The related information extract section 21 extracts the related information concerned from the 
digital image data which was elongated in the elongation section 20 and where related information was 
embedded. This related information extract section 21 becomes the related information insertion section 
13 and a pair, and extracts related information from the digital image data concerned in the related 
information insertion section 13 according to the predetermined regulation of having used when 
embedding related information at digital image data. As mentioned above, with this operation gestalt, the 
technique of extracting related information from digital image data is used, without referring to original 
digital image data (digital image data before embedding related information). 

[0036] It consists of liquid crystal panels etc. and a display 1 1 displays the digital image data elongated 
in the digital image data obtained in the television section 1 1, or the elongation section 20, or the related 
information extracted in the related information extract section 21. 

[0037] Next, the hardware configuration of the electronic camera with which this operation gestalt was 
applied is explained. 

[0038] Drawing 3 is drawing showing an example of the hardware configuration of the electronic camera 
shown in drawing 1 . 

[0039] Here, CCD51, a buffer 52, A/D converter 53, a timing generator (TG) 54, and the drive circuit 55 
constitute the television section 1 1 shown in drawing 1 . That is, after the optical image caught with the 
lens is changed into an electrical signal by CCD51 and processing of magnification etc. is performed 
through a buffer 52, it is changed into digital image data by A/D converter 53, and is inputted into a 
timing generator 54. A timing generator 54 sends out digital image data to a data bus 80 according to 
this timing signal while controlling the drive circuit 55 which generates a timing signal and drives CCD51. 
[0040] The flash memory 58 is constituted by the connector 59 free [ insert and remove ]. A flash 
memory 58 and a connector 59 constitute the storage section 16 shown in drawing 1 . 
[0041] DRAM (Dynamic RAM)56 holds temporarily the data sent out on the data bus 80, or the data 
sent out on the data bus 80 from compression / elongation circuit 57 from a flash memory 58 through 
the digital image data sent out on the data bus 80 from the timing generator 54, and a connector 59. In 
addition, it is separated into a luminance signal and a color-difference signal by the operation by CPU63. 
and digital image data is stored in DRAM56. 

[0042] Compression / elongation circuit 57 constitutes the compression zone 14 and the elongation 
section 20 which are shown in drawing 1 . That is, according to a JPEG method, the digital image data 
stored in DRAM56 is compressed, or the compressed digital image data is elongated. 
[0043] The video signal generator (SG) 60, D/A converter 61, and a liquid crystal display (LCD) 62 
constitute the display 22 shown in drawing 1 . That is, according to directions of CPU63, it is 
incorporated by the video signal generator 60, a synchronizing signal etc. is added there, and the digital 
image data on a data bus is changed into a digital video signal. This digital video signal is changed into an 
analog signal with D/A converter 61, and is outputted to a liquid crystal display 62. 

[0044] Key input equipment 66 functions as the input section 23 shown in drawing 1 , and consists of a 
switch for receiving the mode of operation and the various set points (photography, playback, etc.) of an 
electronic camera, a shutter release for receiving directions of record, etc. 

[0045] A clock 67 functions as a built-in clock 24 shown in drawing 1 , and generates time information. 
I/O Port 68 functions as an interface which outputs and inputs the video signal changed into the serial 
signal. 

[0046] The program for controlling in generalization each part which constitutes an electronic camera, 
the embedding to the digital image data of related information, the program for an extract (digital- 
watermarking technique), creation of electronic signature, the program for authentication (electronic 
signature technique), etc. are stored in ROM64. Moreover, the private key and public key according to 
the public-key-encryption system used for creation and authentication of electronic signature are 
stored. In addition, ROM64 may be given to an electronic camera fixed and may be given to an electronic 
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"camera with the gestalt in which inserts and removes, such as a memory card, are possible. 
[0047] CPU63 is performing the various programs stored in ROM64, and controls in generalization each 
part which constitutes an electronic camera. Moreover, the related information insertion section 13 
shown in drawing 1 , the related information extract section 21, the electronic signature generation 
section 15, the electronic signature authentication section 19, the Records Department 17, and the 
playback section 18 are realized as a process. 

[0048] RAM65 functions as a work area of CPU63. Moreover, the related information attaching part 12 
shown in drawing 1 is constituted. 

[0049] Next, actuation of the electronic camera with which this operation gestalt was applied is 
explained. 

[0050] First the actuation at the time of photography of the electronic camera with which this operation 
gestalt was applied is explained. 

[0051] Drawing 4 is a flow Fig. for explaining the actuation at the time of photography of the electronic 
camera shown in drawing 1 . 

[0052] From directions of the operator who received in the input section 23, as a mode of operation, 
this flow is performed, when photography mode is chosen. 

[0053] First, the television section 1 1 changes into an electrical signal the optical image caught with the 
lens, changes it into digital image data further, and is sent to a display 22 (step S101). A display 22 
displays the image according to the received digital image data (step S102). [0054] Next, it judges 
whether whether record directions of digital image data having been inputted and a shutter release were 
pushed through the input section 23 (step S103), the television section 1 1 shifts to step S104, when 
pushed, and when not pushed, it returns to step S101. 

[0055] At step S104, the related information insertion section 13 judges whether it is in documentary 
photography mode in which the photography mode chosen from the operator through the input section 
23 embeds related information at digital image data, and takes electronic signature. This decision is 
realizable by making the predetermined field of RAM65 which shows the flag which shows whether it as 
shows drawing 5 (a) when photography mode is chosen from an operator through the input section 23 
for example, is in documentary photography mode, or it is in usual photograph mode to drawing 3 
memorize. 

[0056] In step S104, when it is judged that it is in documentary photography mode, digital image data is 
acquired from the television section 11, and the related information currently held at the related 
information attaching part 12 is embedded at this using a digital-watermarking technique (step S105). 
And the digital image data where this related information was embedded is passed to a compression 
zone 14. On the other hand, when it is judged that it is not in documentary photography mode, the digital 
image data acquired from the television section 1 1 is passed to a compression zone 14, without 
embedding related information. 

[0057] Next, a compression zone 14 compresses the digital image data where the digital image data or 
related information received from the related information insertion section 13 was embedded according 
to a predetermined compression method (step S106), and passes the compression image data which it is 
as a result of compression to the electronic signature generation section 15. 

[0058] Next, the electronic signature generation section 15 judges whether the photography mode 
chosen from the operator through the input section 23 is documentary photography mode (step S107). 
When it is judged that it is in documentary photography mode, the electronic signature of the 
compression image data received from the compression zone 14 is generated (step S108), and the 
generated electronic signature is passed to the Records Department 17 with compression image data. 
On the other hand, when it is judged that it is not in documentary photography mode, the compression 
image data received from the compression zone 14 is passed to the Records Department 17, without 
generating electronic signature. 

[0059] Next, the Records Department 109 memorizes the compression image data received from the 
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' electronic signature generation section 15 to the storage equipped by the storage section 16 (step 
S109). Under the present circumstances, from the electronic signature generation section 15, when the 
electronic signature of the data concerned is received with compression image data, this electronic 
signature is added and memorized to the data concerned. 

[0060] By doing in this way, when documentary photography mode is chosen as photography mode, after 
the related information of the data concerned is embedded at the digital image data obtained by 
photography, it is compressed and the electronic signature of this compression image data is created. 
And compression image data is recorded on a storage with electronic signature. 

[0061] Next, the actuation at the time of the image reconstruction of the electronic camera with which 
this operation gestalt was applied is explained. 

[0062] Drawing 6 is a flow Fig. for explaining the actuation at the time of the image reconstruction of the 
electronic camera shown in drawing 1 . 

[0063] From directions of the operator who received in the input section 23, as a mode of operation, 
this flow is performed, when the playback mode is chosen. 

[0064] First, from the storage with which the Records Department 16 is equipped, the playback section 
18 reads compression image data (data recorded on the storage by the flow shown in drawing 4 ) (step 

5201) , and passes it to the electronic signature authentication section 19. In addition, when electronic 
signature is added to compression image data, this is also read and the electronic signature 
authentication section 19 is passed. 

[0065] Next, the electronic signature authentication section 19 is investigating whether electronic 
signature being added to the compression image data received from the playback section 18, and judges 
whether the compression image data concerned is photoed in documentary photography mode (step 

5202) . When a photograph is taken in documentary photography mode, the predetermined field of the 
RAM65 grade which shows the flag "1" which shows the purport which is in documentary photography 
mode as shown in drawing 5 (b) to drawing 3 is made to memorize, and it shifts to step S203. On the 
other hand, when a photograph is not taken in documentary photography mode, the predetermined field 
of the RAM65 grade which shows the flag "0" which shows the purport which is in usual photograph 
mode as shown in drawing 5 (b) to drawing 3 is made to memorize, and it shifts to step S204. 

[0066] At step S203, the electronic signature authentication section 19 attests the compression image 
data concerned using the electronic signature added to compression image data. And the result of 
authentication is memorized. For example, the predetermined field of RAM65 which shows the flag which 
shows whether compression image data as shown in drawing 5 (c) was altered to drawing 3 is made to 
memorize. 

[0067] At step S204, from the electronic signature authentication section 19, the elongation section 20 
elongates reception and this for compression image data, and obtains digital image data. 
[0068] Next, the related information extract section 21 investigates the flag set at step S202, and 
judges whether the digital image data elongated in the elongation section 20 is photoed in documentary 
photography mode (step S205). When a photograph is taken in documentary photography mode, since 
the related information is embedded by the flow shown in drawing 4 at the digital image data concerned, 
it shifts to step S206 and related information is extracted from the digital image data concerned by it 
using a digital-watermarking technique. And delivery and the display screen are made to display the 
digital image data concerned on a display 22 (step S207). On the other hand, when it is not what was 
photoed in documentary photography mode, delivery and the display screen are made to display the 
digital image data concerned on a display 22 immediately (step S207). 

[0069] Next, a display 22 investigates the flag set at step S202, and judges whether digital image data 
on display is photoed in documentary photography mode (step S208). When it is not what was photoed in 
documentary photography mode, it shifts to step S209 and judges whether delivery and return directions 
of an image were inputted by the operator through the input section 23. When delivery and return 
directions of an image are inputted, it returns to step S201 in order to read the compression image data 



-11 - 



"speciffed by the directions concerned from the storage of the storage section 16. On the other hand, 
when delivery and return directions of an image are not inputted, it returns to step S207. 
[0070] In step S208, when digital image data on display is judged to be what was photoed in 
documentary photography mode, it shifts to step S210 and judges whether display directions of related 
information were inputted by the operator through the input section 23. When display directions of 
related information are not inputted, it shifts to step S209. On the other hand, when display directions of 
related information are inputted, the related information of the digital image data on display extracted in 
the related information extract section 21 is acquired, and the contents of a display are changed from 
digital image data to the related information concerned (step S21 1). Under the present circumstances, 
the flag set at step S203 is investigated, and the authentication result (/[ with an alteration ] making) of 
electronic signature is also displayed collectively. And it shifts to step S212. 
[0071] At step S212, when it judges whether display directions of an image were inputted by the 
operator through the input section 23 and the directions concerned are inputted, it shifts to step S207 
and the contents of a display are changed from related information to the image according to digital 
image data. 

[0072] In the above, the 1st operation gestalt of this invention was explained. 

[0073] According to this operation gestalt, to the digital image data obtained by picturizing an image It 
comes out. the related information of the data concerned is embedded, the electronic signature of the 
data concerned is added to the digital image data where the related information concerned was 
embedded further, and a storage memorizes — By attesting using the electronic signature concerned, 
modification added to the data concerned after electronic signature creation can be detected, and 
related information can be extracted from the data concerned, and the contents can be checked. Since 
embedding of related information and creation of electronic signature are performed within an electronic 
camera at the time of image photography, when it is used for photography of various certification, proof, 
etc., while injustice, such as an alteration of digital image data, is detectable, the dependability as a proof 
can be raised. 

[0074] Moreover, he compresses the digital image data where related information was embedded, and is 
trying to create electronic signature to compression image data with this operation gestalt. By doing in 
this way, the amount of information memorized to a storage can be reduced. 

[0075] In addition, after compressing the digital image data received from the television section 1 1, you 
may make it embed the related information of said digital image data by the related information insertion 
section 13 in a compression zone 14 at the compression image data concerned, although the data 
concerned are compressed by the compression zone 14 with this operation gestalt after embedding 
related information in the related information insertion section 13 at the digital image data received from 
the television section 1 1. In this case, what is necessary is just to make it elongate by the elongation 
section 20, after extracting the related information concerned in the related information extract section 
21 on the occasion of image reconstruction from the compression image data where related information 
was embedded. 

[0076] Even when it does in this way, the amount of information memorized to a storage can be reduced 
like this operation gestalt. However, if it does in this way, since related information will be embedded to 
the compression image data of digital image data, compared with the case where the effect which it has 
on the digital image data concerned is this operation gestalt, it is large. 
[0077] Next, the 2nd operation gestalt of this invention is explained. 

[0078] Drawing 7 is the functional block diagram of the electronic camera with which the 2nd operation 
gestalt of this invention was applied. 

[0079] As shown in drawing 7 , the point that the electronic camera of this operation gestalt differs from 
the electronic camera of the 1st operation gestalt shown in drawing 1 is a point of having replaced with 
the related information insertion section 13, and having newly prepared the point using related 
information insertion section 13a, and the image data division section 25 and the image data integration 
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"section 26. About others, it is the same as that of the thing of the 1st operation gestalt. 
[0080] The image data division section 25 divides into two or more fields the digital image data received 
from the television section 1 1. For example, when the received digital image data is 1280x960 pixels, the 
data concerned are divided into 6 fields by 1280x160 pixel measure. And the divided digital image data is 
passed to related information insertion section 13a. 

[0081] Related information insertion section 13a acquires the related information of the divided digital 
image data which was received from the image data division section 25 from the related information 
attaching part 12, and embeds the information concerned to the field of the arbitration of the divided 
digital image data using a digital-watermarking technique. And the data of all fields including the field 
where the related information of the digital image data concerned was embedded are passed to the 
image data integration section 26. 

[0082] The image data integration section 26 unifies the data passed from related information insertion 
section 13a, and restores digital image data. This generates the digital image data where related 
information was embedded, and a compression zone 14 is passed. 

[0083] In drawing 3 , the above-mentioned functional configuration block stores the program for realizing 
these functions in ROM64, and can realize.it by making it perform by CPU63. 
[0084] In the above, the 2nd operation gestalt of this invention was explained. 

[0085] According to this operation gestalt, since it is carried out to the field of the arbitration of the 
digital image data divided into two or more fields, the embedding of related information can make small 
the work area of memory and the load of CPU which are used for the embedding of related information 
compared with the case where related information is embedded to the whole digital image data. That is, 
in drawing 3 , the capacity of RAM 6 5 and the throughput of CPU63 are made small, and the thing of 
them can be carried out. This is effective in especially the electronic camera with which small and 
lightweight-ization are desired. 

[0086] In addition, although it has gone the embedding of related information by this operation gestalt to 
the field of the arbitration of the digital image data divided into two or more fields, if all the related 
information is embedded to the field of arbitration, when it will be apprehensive about degradation of the 
image quality of the field concerned, you may correct as follows. 

[0087] That is, related information is divided into the same number as the number of partitions of the 
digital image data in the image data division section 25, and each is made to correspond to each field of 
the digital image data concerned divided into two or more fields in related information insertion section 
13a. And processing which embeds the part to which the related information divided into plurality 
corresponds to the field concerned about each field of the digital image data divided into two or more 
fields is performed one by one. Then, two or more fields where the part corresponding to each in related 
information was embedded by the image data integration section 26 are unified, and the digital image 
data where related information was embedded is generated. 
[0088] Next, the 3rd operation gestalt of this invention is explained. 

[0089] Drawing 8 is the functional block diagram of the electronic camera with which the 3rd operation 
gestalt of this invention was applied. 

[0090] As shown in drawing 8 , the point that the electronic camera of this operation gestalt differs from 
the electronic camera of the 1st operation gestalt shown in drawing 1 is a point of having replaced with 
the related information insertion section 13 and the related information extract section 21, and having 
prepared electronic signature, related information insertion section 13b, and electronic signature and 
related information extract section 21a. About others, it is the same as that of the thing of the 1st 
operation gestalt. 

[0091] Electronic signature and related information insertion section 13b embed the electronic signature 
to the compression image data which was generated in the electronic signature generation section 15 
and which was generated by the compression zone 14, and the related information of the digital image 
data which becomes the origin of the compression image data concerned held at the related information 
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4 attaching part 12 at the compression image data concerned using a digital-watermarking technique. 
[0092] Electronic signature and related information extract section 21a extract the electronic signature 
and related information to the compression image data concerned embedded at compression image data 
using a digital-watermarking technique. 

[0093] In addition, in electronic signature and related information extract section 21a, it is necessary to 
embed the embedding of the electronic signature in electronic signature and related information 
insertion section 13b, and related information so that such information can be completely removed from 
the compression image data concerned. For example, according to a predetermined regulation, electronic 
signature and related information are embedded so that information may be inserted in predetermined 
two or more locations of compression image data. By removing information from predetermined two or 
more locations of compression image data in electronic signature and related information extract section 
21a according to said predetermined regulation, doing in this way can extract so that electronic 
signature and related information may be completely removed from the compression image data 
concerned. 

[0094] In drawing 3 , the above-mentioned functional configuration block stores the program for realizing 

these functions in ROM64, and can realize it by making it perform by CPU63. 

[0095] Next, actuation of the electronic camera with which this operation gestalt was applied is 

explained. 

[0096] First, the actuation at the time of photography of the electronic camera with which this operation 
gestalt was applied is explained. 

[0097] Drawing 9 is a flow Fig. for explaining the actuation at the time of photography of the electronic 
camera shown in drawing 8 . 

[0098] From directions of the operator who received in the input section 23, as a mode of operation, 
this flow is performed, when photography mode is chosen. 

[0099] First, the television section 1 1 changes into an electrical signal the optical image caught with the 
lens, changes it into digital image data further, and is sent to a display 22 (step S301). A display 22 
displays the image according to the received digital image data (step S302). 

[0100] Next it judges whether whether record directions of digital image data having been inputted and 
a shutter release were pushed through the input section 23 (step S303), the television section 1 1 shifts 
to step S304, when pushed, and when not pushed, it returns to step S301. 

[0101] At step 304, reception is followed in digital image data from the television section 1 1, it follows a 
predetermined compression method in this, and a compression zone 14 compresses, and passes the 
compression image data which it is as a result of compression to the electronic signature generation 
section 15. 

[0102] The electronic signature generation section 15 judges whether the photography mode chosen 
from the operator through the input section 23 is documentary photography mode (step S305). When it 
is judged that it is in documentary photography mode, the electronic signature of the compression image 
data received from the compression zone 14 is generated (step S306), and the generated electronic 
signature is passed to electronic signature and related information insertion section 13b with 
compression image data. In response, electronic signature and related information insertion section 13b 
embed this electronic signature and the related information currently held at the related information 
attaching part 12 at compression image data using a digital-watermarking technique (step S307). Under 
the present circumstances, as mentioned above, it embeds so that the electronic signature and related 
information which were embedded can remove from compression image data completely: Then, the 
compression image data where electronic signature and related information were embedded is passed to 
the Records Department 1 7. 

[0103] On the other hand, when it is judged in step 305 that it is not in documentary photography mode, 
the compression image data received from the compression zone 14 is immediately passed to the 
Records Department 17. 



-14- 



* [01041 The Records Department 17 memorizes the compression image data received from the electronic 
signature generation section 15, or electronic signature and related information insertion section 13b to 
the storage equipped by the storage section 16 (step S308). Under the present circumstances, when 
memorizing the compression image data received from electronic signature and related information 
insertion section 13b, the flag which shows the purport photoed in documentary photography mode is 
added to the compression image data concerned, and is memorized. 

[0105] By doing in this way, when documentary photography mode is chosen as photography mode, the 
digital image data obtained by photography is compressed, and the electronic signature of this 
compression image data is created. And the related information of digital image data and the created 
electronic signature are embedded at the compression image data concerned. 

[0106] Next, the actuation at the time of the image reconstruction of the electronic camera with which 
this operation gestalt was applied is explained. 

[0107] Drawing 10 is a flow Fig. for explaining the actuation at the time of the image reconstruction of 
the electronic camera shown in drawing 8 . 

[0108] From directions of the operator who received in the input section 23, as a mode of operation, 
this flow is performed, when the playback mode is chosen. 

[0109] First, from the storage with which the Records Department 16 is equipped, the playback section 
18 reads compression image data (data recorded on the storage by the flow shown in drawing 9 ) (step 

5401) , and passes it to electronic signature and related information extract section 21a. In addition, 
when the flag which shows the purport photoed in documentary photography mode is added to 
compression image data, this is also read and electronic signature and related information extract 
section 21a are passed. 

[01 10] Next, electronic signature and related information extract section 21a are investigating whether 
the flag being added to the compression image data received from the playback section 18, and judges 
whether the compression image data concerned is photoed in documentary photography mode (step 

5402) . When a photograph is taken in documentary photography mode, the predetermined field of the 
RAM65 grade which shows the flag "1" which shows the purport which is in documentary photography 
mode as shown in drawing 5 (b) to drawing 3 R> 3 is made to memorize, and it shifts to step S403. On 
the other hand, when a photograph is not taken in documentary photography mode, the predetermined 
field of the RAM65 grade which shows the flag "0" which shows the purport which is in usual 
photograph mode as shown in drawing 5 (b) to drawing 3 R> 3 is made to memorize, and it shifts to step 
S405. 

[0111] In step S403, electronic signature and related information extract section 21a are extracted so 
that electronic signature and related information may be completely removed from the compression 
image data received from the playback section 18 using a digital-watermarking technique. And the 
electronic signature authentication section 1 9 is passed with the, electronic signature which extracted 
compression image data. In response, the electronic signature authentication section 19 attests 
compression image data using this electronic signature (step S404). And the result of authentication is 
memorized. For example, the predetermined field of RAM65 which shows the flag which shows whether 
compression image data as shown in drawing 5 (c) was altered to drawing 3 is made to memorize. 
[01 12] At step S405, the elongation section 20 elongates reception and this for compression image data, 
and obtains digital image data. A display 22 displays the image according to this digital image data (step 
S406). 

[01 13] Next, a display 22 investigates the flag set at step S402, and judges whether digital image data 
on display is photoed in documentary photography mode (step S407). When it is not what was photoed in 
documentary photography mode, it shifts to step S408 and judges whether delivery and return directions 
of an image were inputted by the operator through the input section 23. When delivery and return 
directions of an image are inputted, it returns to step S401 in order to read the compression image data 
specified by the directions concerned from the storage of the storage section 16. On the other hand, 
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''when 'delivery and return directions of an image are not inputted, it returns to step S406. 
[01 14] In step S407, when digital image data on display is judged to be what was photoed in 
documentary photography mode, it shifts to step S409 and judges whether display directions of related 
information were inputted by the operator through the input section 23. When display directions of 
related information are not inputted, it shifts to step S408. On the other hand, when display directions of 
related information are inputted, the related information of the digital image data on display extracted by 
electronic signature and related information extract section 21a is acquired, and the contents of a 
display are changed from digital image data to the related information concerned (step S410). Under the 
present circumstances, the flag set at step S404 is investigated, and the authentication result (/[ with 
an alteration ] making) of electronic signature is also displayed collectively. And it shifts to step S41 1. 
[01 15] At step S41 1, when it judges whether display directions of an image were inputted by the 
operator through the input section 23 and the directions concerned are inputted, it shifts to step S406 
and the contents of a display are changed from related information to the image according to digital 
image data. 

[01 16] In the above, the 3rd operation gestalt of this invention was explained. 

[01 17] Also in this operation gestalt, the same effectiveness as the 1st operation gestalt can be 

acquired. 

[01 18] In addition, this invention is not limited to each above-mentioned operation gestalt, and many 
deformation is possible for it within the limits of the summary. 

[01 19] For example, although what performs automatically the embedding and an extract of related 
information, and creation and authentication of electronic signature was explained with each above- 
mentioned operation gestalt when documentary photography mode was chosen About each of the 
embedding and an extract of related information, and creation and authentication of electronic signature, 
it checks through a display 22 whether it processes or not, and when directions of the purport which 
performs the processing concerned are inputted into the input section 23, it may be made to perform 
the processing concerned. Moreover, about related information embedding, it may be made to perform 
specification for the information to embed on an operator and a dialogue target through a display 22 and 
the input section 22. 

[0120] Moreover, although each above-mentioned operation gestalt explained what processes both the 
embedding and an extract of the related information using a digital-watermarking technique, and creation 
and authentication of the electronic signature to digital image data, only one of processings may be 
performed. According to the electronic camera which performs the embedding and an extract of the 
related information using a digital-watermarking technique, the dependability as a proof of digital image 
data can be raised, and according to the electronic camera which performs creation and authentication 
of the electronic signature to digital image data, injustice, such as an alteration of digital image data, is 
detectable. 

[0121] Moreover, although each above-mentioned operation gestalt explained what attests the extract 
of the related information using a digital-watermarking technique, and the electronic signature to digital 
image data about what was photoed in documentary photography mode at the time of image 
reconstruction, you may make it omit these functions from an electronic camera on the assumption that 
these processings are made to perform to information processors, such as a personal computer. 
[0122] In the electronic camera shown in the above-mentioned 1st and 2 operation gestalt as an 
example, the information processor which verifies the digital image data photoed in documentary 
photography mode is explained. 

[0123] The hardware configuration Fig. of the information processor which verifies the digital image data 
photoed in documentary photography mode by the electronic camera which shows drawing 1 1 to the 1st 
and 2 operation gestalt of this invention, and drawing 12 are the flow Figs, for explaining the actuation at 
the time of verifying digital image data with the information processor shown in drawing 1 1 . 
[0124] First, compression image data is read from the electronic camera shown in drawing 3 connected 
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'by directions of CPU73 through the flash memory 79 or I/O Port 783 connected through the connector 
79, and it is stored in RAM75 (step S401). In addition, various programs are stored in ROM74 and each 
part shown in drawing 1 1 is controlled by performing by CPU73 in generalization. Moreover, drawing 1 , 
the playback section 18 shown in drawing 7 , the electronic signature authentication section 19, the 
elongation section 20, and the related information extract section 21 are realized as a process. ROM74 
could be constituted by the storage which has portability, such as CD-ROM. 

[0125] Next, CPU73 takes out the verification key (the private key (signature key) used when creating 
the electronic signature concerned, and a pair of public key) for attesting electronic signature from 
ROM74, verifies the electronic signature added to the compression image data stored in RAM75, and 
stores the result in RAM 7 5 (step S502). 

[0126] Next, CPU73 elongates compression image data, restores digital image data, and stores this in 
RAM75 (step S503). And the related information of the data concerned embedded at the restored digital 
image data is extracted using a digital-watermarking technique, and it stores in RAM75 (step S504). 
[0127] Next, CPU73 displays combination of the image according to the restored digital image data, the 
extracted related information, and the verification result of electronic signature, such as any one or this, 
on a display 72 according to the directions of an operator inputted into key input equipment 72 (step 
S505). 

[0128] By doing in this way, it becomes possible to verify the digital image data photoed in documentary 
photography mode with an information processor in the electronic camera shown in the above- 
mentioned 1st and 2 operation gestalt. 
[0129] 

[Effect of the Invention] As explained above, according to this invention, the suitable electronic camera 
for the alteration prevention of digital image data and the improvement in dependability as a proof which 
were generated can be offered. 



[Translation done.] 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the functional block diagram of the electronic camera with which the 1st operation 
gestalt of this invention was applied. 

[Drawing 2] When a JPEG method is used for compression by the compression zone 14 shown in 
drawing 1 , it is drawing having shown the configuration of the data recorded on the storage with which 
the storage section 1 6 was equipped. 

[Drawing 3] It is drawing showing an example of the hardware configuration of the electronic camera 
shown in drawing 1 . 
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" [Drawing 4] It is a flow Fig. for explaining the actuation at the time of photography of the electronic 
camera shown in drawing 1 . 

[Drawing 5] It is drawing for explaining the various flags memorized by RAM65 shown in drawing 3 . 
[Drawing 6] It is a flow Fig. for explaining the actuation at the time of the image reconstruction of the 
electronic camera shown in drawing 1 . 

[Drawing 7] It is the functional block diagram of the electronic camera with which the 2nd operation 
gestalt of this invention was applied. 

[Drawing 8] It is the functional block diagram of the electronic camera with which the 3rd operation 
gestalt of this invention was applied. 

[Drawing 9] It is a flow Fig. for explaining the actuation at the time of photography of the electronic 
camera shown in drawing 8 . 

[Drawing 10] It is a flow Fig. for explaining the actuation at the time of the image reconstruction of the 
electronic camera shown in drawing 8 . 

[Drawing 1 1] It is the hardware configuration Fig. of the information processor which verifies the digital 
image data photoed in documentary photography mode by the electronic camera shown in the 1st and 2 
operation gestalt of this invention. 

[Drawing 12] It is a flow Fig. for explaining the actuation at the time of verifying digital image data with 
the information processor shown in drawing 1 1 . 
[Description of Notations] 

11: 13 The television section, 12:related information attaching part, 13a : related information insertion 
section 

13b: Electronic signature and the related information insertion section, 14:compression zone, 15 : 
electronic signature generation section 

16: The storage section, 17:Records Department, 18:playback section, 1 9:electronic signature 
authentication section, 20 : elongation section 

21: The related information extract section, 21a:electronic signature and the related information extract 
section, 22 : display 

23: The input section, a clock with built-in 24:, 25 : image data division section 

26: The image data integration section, 51:CCD, 52:buffer, 53 : A/D converter 

54: A timing generator, 55:drive circuits, 56:DRAM, 57 : compression / elongation circuit 

58: A flash memory, 59, 79:connector, 60 : video signal generator 

61: A D/A converter, 62 : a liquid crystal display, 63, 73:CPU 

66 64, 74:ROM, 65, 75:RAM, 76: Key input equipment 

67: A clock, 68, 78:1/0 Port, 72 : display 



[Translation done.] 
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swinibTEiiJiflEtEit-rs^tsisat-r**^* 

^7. 

m&mi o] a«*a9Eii©« ; f*^5T?»oT, 

20 mib/esss titer-? izma-gnizm-mz&m n-c. 

m^a^bswsfijflj lt, WE#asnftfy^;n 

30 A, . 

WEm^sa* b¥a«. «^a^bs«swfflbT, w 
EEEiea nfcx- * fldE^s?^ ;na^x- * ©H%ffi 

S»EE*¥att. MEHii*«]0*«a&*nfc, EE*g£ 

nfc^-^ k mmm-mz* ttm bTE««t#tE*-r 

2] lElOtf*^5T»oT. 

40 fflEH£*«jWia&£ft;fc, ffilBSnfcx-^lcftlP 

it, ffi*ssnfc'r-^*Bii-r*Bii^at. 
»ji*nfcwa««*fflm-r*iiii«*«i±i^at. 

bT, miBxv^^a^x-^sr±fig-r^#5s^a<t. 

[0 0 0 1 ] 
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£&Lrz^i?$ )im&T~? (D&&,P]± J PMMt LT© 
[0 0 0 2] 

[«£*©&»] ft*<fc9> U>XT«^fc**«SCC 
D (Charge Couoled Device) «©HfcJlH t -tMt§iH3*» 

^nfta,, 

[0 0 0 3] 

z\ t^T^att^^K^W-ra. 
tttffca. 

[0 0 0 4] fciAtf, ftPfcjivTWfcteA©^* 

mi%(Dti ty-cmrzmm^nnmsiz&^T^ 
[0005] >MS9itt> iBWfcfcaa-Tfcisn&fc© 

©Bfe*B&ib*>BE*li LT©{B«ittlS]±K:#a& VP* * 
[0 0 0 6] 

■•^^©•^S^Sffrsfc^aVf ME 
5*^ 37 ^H*?*-* K WE*? £ JO L TEtttflU* 

KEtrraEtt^at. £«*.a^££*#®a:-ra= 
[0007] ;ct. saiHx-^^^ia^x— ^tc#ip$ 

Ta§g|iE^&£££tc«Aaj;5fcLT ; b.J:^,, . 

[0 0 0 8] fc*. *««©« : f**^a*J:^IBaE# 
Sfcfjfflf iW^MttWtUTtt, fctAli. TA Pu 
blic Key Cryptosystem and a Signature Scheme Based 

onDescrete Logarithms! (IEEE Trans. On Inform. T 
heory, Vol. IT31, No. 4, pp, 469-472, 1985) KEtfc© 

*icixfc**ofc»*«t (*«•!) -eis^b-fact-e. 



(3) 

4 

^***ffiEf&ffi*i»©ttBMt (&SEH) 

MEA y ->iH»T?W«-f a d fPStA v ->iffl t Jt 
tfrTa. *LT. a-rsft^tt. WBrT 3 J9y\/ 

3ES*nTV»ft^t>©tbTBiE'r*. 
[0 0 0 9] #jS«fc<fcntf, lft«Sl«T5^tTft 

e.n^cxv 5 ^;!/!!^-^^, hsr^-*©^**** 

io tfiiaSnTE1t*l#KE1iSna©T. SSWF*** 

«ttift{ft*|jKKrt:*^*^5rtT?f^j«sn*©r, «a 
- ^ © sfeK& i* ©^ je * « a Kttta -r a t *tT s a . 

[0 0 10] *^W©^2©^««, 

a^bttwsfWbT, mm ; fi'?)mm7'-*izmm 
Tit? jimm?-? (DMmmmzmtb&tsm^ mfr 

*E««t#ciBtt-raiBii#aa:, Sudani**** 

[0 0 11] « J FS*»LfiEHfS3PJfflUT. ffiE 

=t s j 9 ;hb*x - 9 \z m »a * ti/t mmm m & m m-t a 

[0 0 12] ft*, *^p]8*»lxSISitt, flfa£©«$6 

t A. \t mttvz rvm 1 *:?— 9 ©»^« niz^&tu a 

5^tT, tfcifEBf£©«aiJ*fflV»«Ctft< 

30 ^K0r^©1f$S?:.SMx> 5 ^JHl«5 :f -^^e»fflaiT'# 
&^,fc5K««>&tf&ffiTSa. itufB>5f/t©1fffg£]tufB 

x-^ (WEBfswwssaftiitiatrwx^^^H*^ 
—9) £#flrrafc©<t, #sBL&i^t>©<!:a*&a. * 
ffi«©M5iw*isa#at:tt. s^s^m*? 1 -** 

amr a c tj&t-es-aafBSfijffl-r a - 1 b ^. 

lzi:^±mm^-9/\^( "f-i >^J (In Proc. of IP 
40 SJ 56th annual conference, 1998) KE$&©t£ffi*^ 

tfe.na, 

[0013] *^«icckntf, i!*«*«*-rai:tT?» 
ibntzfjfivMT-fiz, attx-^cHiiwa. 
fc t * tf ii^ h «F^»*#^>ii«»m«t ^©#ff*w* 
*«*»ji*nTEi8i**t:Eitsna©-r. attx-^^ 
^■•^-^^eH^waisiftmu* ^©i*i^^5tig"r 

^rtTfTfenaWT. #ffliEHJ-t>ffiES!lft<i:©a 
so flMStt£6i±;£ita;i£a*T?*a. 
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[0014] fc*. *mm\z&^T. iWE«rF»b¥ 
£K#ttsnfc»*©««©4>&< i 

MExS^UHfc^-^fflHillMH&aafc*. J.^ 

[0 0 15] ^<DJ;5l*T*^ tT, H»1f $B©Ha6& 

[ooi6] *»©«*t»SRi3nfcx^^;nB 

l&E«?8**l^§l^«T©±3&:tfiEbT%>«fc^. T 
fcto*. Ha««£«*K#tlbT&**tflES*©1S 

#S-*l;:*fJS;2-&5. fLT. t9IB*gS0««#-«r fit? 
iriT, isilE»«fc. «»fc#«3nfci5EHS1iWl©** 

[0 0 17] *%BJJ<z)$3©ffitttt. ttttSUfftbTT* 

x )vm&r—9 © wawsissfc&tMi^ sa» b^ 
at. iWEHa*«*««»ji*nfcx^^;ni«'r-^ 
©VF^BSffts-r*^***^. itiEHa«*a« 

& StlitfyJ'Mif- ^ (c Wlfi*^ * ft Jn 
LTEWBttKEirrSEtt^ai. 

[0018] cc-c. i»EHii*«*««ne>asnfc'ry 
gilt $S ifiMfy jx s ftfc 5 s v * ^ ia#x - 9 £ iSH-f * is 

[0 0 19] *ffi*t:«J:ntf, B*«*»«T4Cli:T» 

E*tttffcEit3n*©r. attm^s^sffljriTBU 

S. Ufti)»5T, &«II9!*iIi)to£©i(HBK:fiefflbfc 



(4) 

n 

[0 0 2 0] *»*fc*stvc, OTEWilWai*** 

Steffi*.. fflEVFS^Rtt. itfrfBffiitsnfcx-* 
©«-?g££ffr£b. fl&EEtt^&tt. MEEEttSftfc 
x-* KffiE*?** fcttSn bTEttKff fcEttrT * t> 

[0 0 2 1] *SHfi. MftTitPJlWWiT-f&fcm 
^3S^bftffi£fiJffl IT, SdEffilBSnfcx-^fcmE 

fflEHiii**a«s«>i&*n£, migsnfcx 

-:*©tt^*«£ffri£b. ffiEEtt*Rtt. WEWitlft 

#J0P b T EH!*** (C Eltf * *> © T *> «fc ^ . 

[0 0 2 2] dWj^fcfSdtT, p^tfe, Etftffi 
#:K:E«"r*«**Si*6-rJlt*«T**. fc/£U mf 

[0 0 2 3] 

[*w©3ft«s©»JBi ttTic. *mw<DWi i mmmmz 
[0024] sunt. *Kw©iBisafi»«*«3ifflsn 

fc*Frt*5©»fl&IIWcBT*S. 

[0 0 2 5] H^r. »llli> U>XTffi*J«fc 
30 fMCCD (Charge Couoled Device) ^>MOS (Met 
al-Oxide Semiconductor) SOSttf tl^I^Ci 

[0 0 2 6] H3fl$8fil&ffi 1 2 tt, 1 1 

«fi5#^i«ij*mttt*©«« (*f^«t**) &««p-r 

^UT»f^#«kOS^#^fc ! b©*^«>S»bT*< J: 

£nyd7 2 4«t0^t#f 5±5i:l/TfeJ;K Sfc, & 
40 jK»3fKM1"*Watt. AM2 3^LT, S^©I5 

[0027] mmwmmx^i 3 a. a^s^bs*^ 
ffjfflbr, s^hui 1 T#fcx^^jna#x-^c m 

a«««Rf«l 2*^j#-r5^Mx> 5 ^-'l'iii#x-^© 
50 S©afl!lCbfc36«Vi. fctAtfWEx^^^Bdix— ^ 
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TfcKIRU Bx^^^HflUx-^ (flJEJ3r5£©«*«: 
fflfe&tmw^v^HSftx-^) *#B8fSt>©t. 
#JSILfr^%>©£#S>-5. *^JSJKIKT«, *£#©&« 
*mm-fZ>Zt£T%. £©J;5ft£ffi<>:LT«. fct 

Atf rtr^ju:/ny^£,£3!l£itH#x-^A^x^ 

>i^J (In Proc. of IPSJ 56th annual conference, 1 
998) KK«©tt***#tfe>n*. 

[0 0 2 8] ffifiggBl 4(i, tzt.X\i riSO Internatio 
nal Standard 10918 PartU TJ&RaftTC** J P EG 

(Joint Photographic Coding Experts Group) ^^1(3 

[0029] 1 5 a. einhb 1 4 -emus 

ant. itifc?y^ jvmm'f- 9 \z 

jtil/T, Vf-ffc&fc^ritT*. fc*5. f^f«S*i:L 
Tte, TciAti, TA Public Key Cryptosystem and a 
Signature Scheme Based onDescrete Logarithmsj (IE 
EE Trans. On Inform. Theory, Vol. IT31, No. 4, pp, 46 
9-472, 1985) fcEfcroStfRA^tf 6*1*. *#WK: 

A'r/allfffiL, fMB*S*T*5Ay->:x*£& 
[0 0 3 0] Ettffi 1 6 tt, Pl*tt*%-r«7 7 5/ '> a 

**ufc£©EtMK###ftiaillK:«j«SftT^*. 
[0031] t2@gu 1 7 tt. stiff 1 6 

ttffii 6ics*$nfcE*«E#fc:e»sn*'7 f -^©* 

WSftaffiltHiftx— ^»iWxU7 2 2 Oi, ffifllx- 
;^fro^c* S^ffiliHiftx-^ftttx U 7 2 
2 0O**S^»x5-ITiEfiia^OEE«iB*5*-^»iW 
IU72 2 0 fcttWaftT^affittBfcx-^OWjSC 
H-r*««*i:3&«»liflSn*«l«««*iWx'J7 2 3 0 
tfr<btzZ>, ^LT, irt««»«|I'J72 3 0l:ll, 
a—if **3£8pI1i6fct!aix u 7T?»«a- tfj&Hx U 7 
(Application Data Segment) 2 4 0 /^ISlfaftT <^ 
*. Efttt 1 7tt, fctA-tf. t^fi^Sl 5T4 

fijctfett^s^^ *fjg*xu 7 2 4 o Ktejfrr 

ttiabTf2©$l2--5. 
[0 0 3 2] 8 fit. fBHSBl 6IC8»$*ITH 



(5) 

[0033] «?s gssffi 1 9 a. s^as 1 8 

it, nTm££.)&& 1 5 tJNcfcSfcOTifeD. 
©fcJfll>fciBe«£*t©4MM* (ttfEtt) Sffll^T*?- 

TflMffib. fFffi«*T»*Ay->a**^J*-r*. ^b 

T , m.7Z b fc A -V -> i fit <h * fifc b tz A y is a ffl t * Jt tg 

SET -So 

[0 0 3 4] #KSB2 0«. ffiS&SU 4 tftfC&Sfc© 

9 JESSSB 1 4 T?©ffiB#j£fc:j6i;fc#»#5£l;: bfc 
[0 0 3 5] g3g1ff$B«ti5gB2 1 tt. #9ffi2 0T#I 

0. ^Kwaits^jatB-r^o £© Hantaan tB as 2 1 

tt. BS«*ltA{H 3 i»l:S;5t)©T»0. M£tiF 
^ffl«>iitfl»Cfflt>fem^©«aiJfrbfc^^, SSrv 

[0 0 3 6] 1 1 tt, fci?LtfttftA*;^i:-e 

■^#k«2 oT^^eiL-fe^viS'^ia®-?-^^ 

[0 0 3 7] ^cfc. **JIS»S8A«*fflSnfc«^*^7 

©a— 1*^x7*1 j*ct>^Ti(iwr*. 

40 [0 0 3 8] i3ii 01l:$ttf*^7fflA-^ 
X 7 SI fi£ © -#J £ 0 T & -5 „ 

[0 0 3 9] ddT> CCD 5 1. Ay "7 7 5 2, A/ 
Da£»«5 3, ^-f5>^fS4» (TG) 5 4, *3cfc 

z>% mmm^ 5 5 a. 01 t'^-r§^s?H5 1 1 

*. -rftte-fe. w>x-riEAfe7 l e^#^ccD 5 it-* 

35«fftonfc«, A/D«lft»5 3 fciOx^^^HflfeT* 

-^i;»$n, ^^5>4f**»5 4tcA*sn<&. 

so CD5 *K»@B&5 5&fflfrr*i£'bK. 
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z <d 9 -f s > t/om \z b fc r> tt v * ;m«x- 9 £ 

f-^/U8 O'satttJ-T*. 

[0 0 4 0] 77'r>a^'J5 8ll 3*^5 91;: 
JfftS«ECl*J*Sn'TUS. 77ryi/a^t'J 5 8*«fc 
#3^:7^ 5 9 tt, 0 1 t^i-fBtftSB.l 6 5:PfiET^o 

[0 0 4 1 ] DRAM (Dynamic RAM) 5 6tt. rJ'-f = 
>^fg£&5 4^br-^A'X 8 0±-^i2ttii£nfc-x> 5 

5 8*^^-^/^ 8 o±^inmsnfcx-^« & 

-Sl^tt. JBE^g • #3IIh!8&5 7it)f-?/U8 0 ±-vji io 
;|/B<t5x-*tt. CPU 6 3K.k<E>«J|LK:J:B»&{&* 

t&gmmzftMznTD ram 5 6K*Mfian<5. 

[0 0 4 2] EE«g - #5S[hISS 5 7 tt. EI 1 Izm-Tl£^ 

1 4*«ttX#3gg|5 2 0 £8fj£T£. T&fc>*>. JPEG 
TjjSifCbfc^oT. DRAM 5 6 tc1##3$ ttfcxv^JW 
Bffex-:?£ffiSlgb;fc?). ffiS&SnfcxS^l'Htfcx- 

[0 0 4 3] h^a-fg^Hfi^S (SG) 6 0. D/A^ 
&§§6 1. £cfctf. iSf>fX7H (LCD) 6 2 20 
tt. B 1 2 2 T&fc*., t*- 

^A'T^^i^VBIilx-^tt. CPU6 3CDji^(r 

So ^Wxy^^kT^lt D/ASE««6 1T?7 

[0 0 44] 4-A*Si 6 6 tt. Ml IC^TATJgB 2 

[0 0 4 5] i7Dy#6 7tt, 111 1 iZTfiffaMZnyZ 

2 4il/T«t6t5tOT»0; B#*J***£/*TS. 

i/o*-h6 8ii ->u7;we^ic*»snfcn*«fli 

*f3? £ A a fJ-f -5 -T > * - 7 x -X £ b TttrtBT 5 . 

[0 0 4 6] ROM6 4tCtt. *tF* * 7 £fltfi£-f-5 : & 
SI5^SEJSW(c$iJffllTSfc*<7)7 p D^7A^. HiCWttra 

i5. ROM64tt. S^TJ^fcHSWK-^AenSfc 

©Tfci^b. ab^^tt. U#- Fft£©f¥fe"5J1^ 
!IT tf » ^ 5 A & t) J; 

[0047] cpu6 3ii rom 6 4\z&mznit& 

ASCI 3. H%ffitttttbffi2 1. «^££j$S$l 5, so 



/0 

«^W£t§!iEgBl 9. ffi©g&l 7. *3<fctf» ff£gBl 8 
[0 0 4 8] R AM 6 5 tt. CPU63C7-9IU7 

titiiits. m k^w«*««j$ik 1 2 

[0 0 4 9] #cfc, **Jt»J8**iiffl$nfc«^*/7 

[0050] s-r, *nss^n^jiffl$nfctt : P^^7 
[0051] 04 tt. m i fc^-rvF**?©**^© 

[0 0 5 2] :07D-li A7J«2 3T3ttttttfcl* 
ff#©»*J:i3, Ki^-KtbT, Mi^-KrtW; 

[0053] *-r, s»*ntt. i/>XTi£Afe7 , e* 

*l/T«*»2 2 £31* Ufy7*S 101) . a^ffl 
2 2tt. Slt&^&xv^JHaifcx— ^{CLfc^o/tH 

(T^-y^S 10 2). 
[0 0 5 4] ltt. A73SB2 3£3>b 

wl Uf77"sio3) . jfsnfc^cja^T-y^ 

S 1 0 4-v^fTb. JfSnTHft^B7Ty7'S 1 
0 1 CIS. 

[0 0 5 5] 7>7 L -y7 P S 1 0 4Ttt, H»1*£8*f ASB 1 
3tt. A*92 3S^LT»fff iDIRSftfci^ 

*«SKSnfclRH, fci^.tfi5 (a) tc^Tcfcpfr, 
A^*t77^, 03(C*-TRAM6 5 ©3f^fi«^ 
[0 0 5 6] Xf-yT'S 1 0 4 tC*3^T. SEil^*^- 
^x-^^^f#b. ^nfc. «^iS^bJ$^^?"Jfflb 
J6^?f (Xf7 7*S 1 0 5) „ ^bT. C«OKIilfflf**« 
-7i, iI«¥K^-KT^^tfiJ»Tbfc»^tt. g^BB 

[ o o 5 7 ] 'Aiz . eeseSoB i 4 tt. mmmmft Age 1 3 

7J><~> S tt?? -3 fcx v 37 ;na»x— ^ 2> S ^ ttMjitifS^ 
bfc*»oTffi«gb (XfyT'S 10 6). EEffi^ST* 
[0 0 5 8] ^(C. 5tt. ATJoB 2 3 
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-h'TfeS^SA^fflWrS Ut7^S 107) . E 
7'S10 8) , £j£L&*?»«£ffilBii*i5*--$'££ 

To 

[0 0 5 9] E^SBl 0 9tt. tfl«4^1 

nTi/iSEtsat^tisig-rs Uf7^sio9) . ^ 

©K. lfl*4)8«15J:D, ffiStBS^-^ttfc 

7 s - * \Z £ ©*p«« UTfEtTt s . 
[0 0 6 0] HCkSK-TSEtT?, Ift-KtUT 

K«^i**-K#a&attT^*«£\ »»fc«kosfc 

n&«. migsn. ^©ffiBiifcx-*©*? 1 ***^ 

fig$ns„ fix. /ESSia^-^^^s^ttfeJc 

[oo6i] &\z. ttnm&aflmmsnitm?**? 
[0062] i6d m i iz^TMTti * ? owmn^ 

[0 0 6 3] £©:7D-te. 3Tgttttttfc}& 
[0 0 6 4] £T\ f?£SB 1 8 tt. Eftffi 1 6 tcg»£ 
Uf'^S 2 0 1) « : F»*8MiE« 1 9 fcflrT. ft 
[0 0 6 5] «?S£BiiEffi 1 9 tt. f?Sfe« 1 8 

©■?&&*-&> fci*tfB5 (b) icwfiSfc, SE% 
^J^-K-pfc-SBSS-r?^ r l j SB 3tStR 
AM 6 5£©ffi£«*K:£1i;Si*, XT7yS 2 0 3C 
»ffr*. E«^J*^-KTiHBSn;fc , b©Tfc 

fciAtfi5 (b) fcjiH\k3&» 
Xt-KTS^i^^?^ r 0 J ^03iC^TRA 
M6 5«©J3fj£flS*KEtt:Si*» 7,t7^S 2 0 4I;# 

[0 0 6 6] Xf7^S2 0.3T1t t?f«BSSl 
SE18T5. fc£AtfH5 (c) fc^"r«t5a. /E^H 



(7) 

12 

TRAM 6 5C0R)T^®^tCiett$-a--5. 
[0 0 6 7] T.^-^yS 2 0 4TI1 #SSB2 0 S 

[0 0 6 8] HiaHff$g#jmgS2 ltt. ^T'^S 

2 0 2Tt[Tfc77^i^ #Sit2 0fttBSft& 

T?***»S*»*tiJ»fr* Uf77"S 2 0 5) o wst& 

>i*Sa&j£$ftT^S©T, 7xf77'S 2 0 6!:ifTU 

-^£S^gB2 2 KflgU a^iS®tC*^$it?> 

7 7"S 2 0 7) . —IS. IftWt-KTlttSnfc'b 

7) . 

20 [0 0 6 9] MK\Z, g^g&2 2 lit. ^fy^S 2 0 2T 

©T?tt^«#tt. 7f7^S 2 0 9l:9fTU A^BB2 
3^LT- »fl*£J:?)il«©2l?> • RL/tg**«A*S 

0 ltrRSo -73- Bfii©ilD • RL4t^A7j2tlT 
30 ^^i^f77'S2 0 7i:I5. 

[0 0 7 0] 7.y-y-fS 2 0 8 Jd&UT. g^*©?^ 

* 9 tmym-n^ - k t-si> a n& t> © t *u 

fr£nfcig-&. ^f77"S 2 1 0K»frU A73S&2 3 

Aig^srWWT*. Haww©«7j*fB*a«\a a n-cv» 
ft^ii^rv^s 209 mspff-r*. Haw 
«©a*»**«A*shfc«^, Haiftffifflti]«2 1-? 
*mubfca*i'©7 f ^3';nB«7 f -3'©sja«*sift» 

U T5^;MSfcx-*a»&SKWaffif* 

io KWDSf*.* Uf77"S2 11) . ^©B, XTyf 
S 2 0 3TfiT/£7 7^SIS'<. tt^*^©^iEIS* 

■>7°S 2 1 2K&fTT3„ 

[0 0 7 1 ] 7f77"S21 2TI1 A2/SB2 3 S^l> 
Wb. a«Jt*««A*Snfc«^tt. Xf77"S 2 0 7 

[0 0 7 2]'eJL±. **W©*ll«fi»«KO^TattW 

50 U^C. 
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[0073] #£i6JB*fc«kntf, rt#s*«rr4z:£: 
«**a*a*n, set. SKM*w«**a»i)a*nfc 

Matter-* fc. aRx-^o*^*** 1 ^** 

KSfT^^tcko. m^m&fti&mzmm?-* Kin 

[0 0 7 4] *^lfi»J8T?tt, 

[0 0 7 5] fcis. §5g«$Bff ASB 1 

-^lcHit«**a«>ii^afc, EESSSB 1 4 lei 5 m 

[0 0 7 6] Il©«k3K:l/fc«£Tt>, *mt&Mt&tm 30 

[0 0 7 7] jfcfc, *5803©*2 5M6JB!SlctniTKH 

[0 0 7 8] 0 7 11 *«W©IB2IM8»ffi36«jaffl3n 

[0 0 7 9] B7fc^T«fc5K. ♦IfclSJ&IS©*?*.* io 

tt. HXflHBttAffil 3tCf^ATK»t«#SSA^l 3 a 
*3j;^ B$ix-:57#«^2 5 tBItix- 

[0 0 8 0] Hfcx-*fl*J«2 5 11, Sttffil 1*0 

s tt» -3 & x v * ;m»x - 37 * ttft <7) c»#J-r 

0 X 9 6 0 e^-tr;UTa&^*^, §Kt-^2:1 280 

X 1 6 0lf£-fe;U*ffiT6"3«*fc#Srr*. -?"tT> so 



[0 0 8 1 ] H£ffiffi# AfR 1 3 a «. Bfcx-^fl-ai 
352 5 ±DS»tttofc#»;£ftfcx5^;i'H*x-3'© 

[0 0 8 2] Wr-*?m^2 6tt, MgffifBff ASB 
1 3 a rt^ffiSnfcx— L^^B^x—* 

*JUH&x— **£J$U ffifiSBB 1 4 ^iTf. 
[0 0 8 3] ±fB©«8fg«)«^D-7i7«. B3tfiU 

6 4^*&^bTi5#, CPU6 3tC<fct>Hff S-SS^i: 

[0 0 8 4] £t±. *KW©S82Htt»IBKOI^TR9l 

Lit. 

[0 0 8 5] *nsg^tr«tnn wst»$E©s#>&^- 
tjttUTMJiffirseflu&iitrw^tit^ mantis©*! 

K&ffl f ^ ;* t 'J © 7 — £ X U 7 C P U CD Mffi 
RAM 6 5©^*-^CPU6 3 ©SaiWE^Sr/hS < 

[0086] *mss»s8Ttt. NXttH§©&&& 
**©**K#»£n;fc5 5 ^*;MBft7 f -*©tt 

©£T£S#>&tr<t, SRSHfcoBKcS&fciWaWSn 
[0 0 8 7] Tttto%. HilW«#A»l 3 afcSD 

^-*©#*j«trai;«K:fl*iLT. mi&© 
jssita. tit. a»©««K»«isnfcxs?^jna 

5. -toa, H*5 i -^iR^ffi2 6c«fco, #^('P*a 

[0 0 8 8] *»M©»3*!fi»*C-3^TBlW 

[0 0 8 9] EI 8 a, *aw©*3iwfi»««»3B^sn 

[0 0 9 0] 0 8C^T<fc5tr» *HJ6JKSI©«^-*^ 
Hlt:*-r»lllJtt»IB©«^*^7tjiaa^i 
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«, 3*j«fc^Hii*««imaj2 ltift 

[0 0 9 1 ] • H&flNRflUW 1 3 b tt. IT 

[0 0 9 2] «T*£ • Mgtif ^fflmgC 21afi, «T 

a m^mmm?- * k:** r s m^mz t m&mm. t&m 
[0093] a*, m^** • mmwmft ask i3bc 

• Mg1f$6flbttigfl2 1 afcUHT, ^ISffiSSH^x-^ 
5 cn&©«#*^£lC*0*S 3 K 

Sfci&tr&sat**. fctxil Bfje©«fliJKil,&** 

K-r-sciT. • w»it«fflma5 2 1 awn 

T, «HEBr3e©afliJKLfc«*^, flE«nB«x-*©Bf£ 
fciSttir* 

[0 0 9 4] ±EO«ffi«lJ«^ny^tt, B3KiJH 
6 4(Ct&^UT*3#, CPU6 3 ICkO^fr 

[0095] #cic. ^^a^iifflsnfc*^*^^ 

[0096] sr. ^nfaMMtimmzfttcn^-t)*? 

[0 0 9 7] B9I1 H8K*r«^*^7©«UURf© 

[0 0 9 8] :©7D-li A*f3!2 3t§tt#CtfcS 
fls*©*fjR«fc9, ift-HtLT. 

[0 0 9 9] Sr. Sfcffilltt. U>XT?«A.fcft¥ 

^LT*^gB2 2\zmz> (XT7^S 3 0 1). S^SG 
2 2 «. Stt^^fcxv^Jl-H^x-^iCL/r^ofcH 
®^r*^r-5 (Xf77'S 3 0 2) . 
[0 10 0] gfgiSBl ltt, 3&1YL 

S 3 0 4'M£frU jf^ntHfe^U^fy^S 3 
0 1 (CMS, 



(9) 

[0 1 0 1 ] Xf7^3 0 4T11 EEflffil 4tt, 
ail l*^ry^;Hif-^$SW"5, ZinSBffe 

^^-^ Sr^T**^^ 1 5 car. 

[0 10 2] m^m^^^l 5«. A2lg|5 2 3£tf-L 

**^5*»**J»rr* Uf7^S 3 0 5) o ff|g¥J* 
^E-HTftSttiJBIrLfca^i. BEttSBl 4 J:DS»t5t 
ofcKlim«x-*©«»6££lSl/ Uf7/S3 

10 0 6) . ^fSLLrzm^m^^mmmmy'-^tthizm. 

T*S • H3«*HfA«l 3b^arr. 'tlSrgtfT. 
«T*« • H£**#A«l 3bll z:<DM?m&tM 

f7ys 3 0 7) „ i©^. ±aiLfci:5(r. s&j^ 
tin^mz a £ t5Hai«*!j«E«f atfcx - * 

san 7^r«, 

20 [0 1 0 3 ] — 7>f-yZf3 0 5 KiS^T. !tl?S 

[0 10 4] te&gEl 711 ®T¥£±l&aBl 5**^ 

*T* Wf7yS 3 0 8) . £©^. Nil 
tf^SJfASBl 3bJ:9St*#o&ffil8H*x--:$'*15tt 

r**^tt. Kft^nt-K-raajsftfces^r^^ 

30 [0 10 5] lcJ:5l*T5llt"P, S^t-h'tLT 

•^s^ji^rit^n*. -?"Lt. xv^^ia^^-^© 

[0 10 6] *^Jfi»»A«jifflSnfc«^*^7 

©e«s^B#©S)^^iKWT?>. 
toio7] 1 1 o u, 08 n*r f^f # ^ ^ ©®#s 

^Bt©lijf^€:IJi0jr * &»© 7 D -iT35 a. 
40 [0 10 8] £©7D-te. A*g|5 2 3 T?S^ttfc» 
f^*©Jt*J:t). i^-HiLT, S^-K^aR 

[0109] Sr. 1 8 tt. 15®^ 1 6 t8«S 

ut7^s 401). • nawft»miffi2 1 

^^n^cgs:^r77^#tp^tiT^-5«^iJ. 

so [01103 ^fc. HTS^S • MSWttttltiiffi 2 1 a 
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SflKti Ur'yyS4 0 2) . SE»^J^E— KT« 
Banfcfc©-*?***^. fc<!:*.«0 5 (b) fc*-T«fc 
■5)4, BEft^* ; E-l«T**B**T75i'' r l j £H 
3 (r^-TRAM6 5#O^Sfi^(c:fB1t$it, 7>y-y7 
S 4 0 3 t»ffr*. — K*^*^— KTJWSn 
fcfc©T?fclr*(i£tt. fciAtfH5 (b) (C^T=fc5 
&. ISO^Xt- KT*5iS:*t75^ r 0 J £H io 
3£^TRAM6 5«©fllrje«*K:ffi1iaii\ 7*7- V? 
S 4 0 5 CifftS. 

[oiii] t.x-v^s 403 t*5^T. m^mz • m 
mmmm&®2 1 a a, «^s^usw^fjfflLT> s 

9H £©*^££m>TJE*gH#5 ? — ^©ISIESrfT 
3 Ut77'S4 0 4) „ -?■ LT> KE<D*S»S:gE»-r 20 
*. feiAtfi5 (c) fc*-TJ:5», ffilSBIgix-^ 
WI$nfc*SA^ft77^^< 0 3 IC^TRAM 

[0 112] Xf77°S4 0 5T«, #3S8B2 OB, ffi 
£gB#^-^£§tt®D, I*l£ff3ILT. rv^lH 

^l:I/fc*«otI»6l!St5 Uf77'S4 0 6) . 
[0113] #(C, S^B2 2 (1 ^f77"S 4 0 2T 

Uf77"s4 0 7) . a^xt-KTi^^ntt) 

©T&mi^H 7f77"S4 0 8l:^l, A7JSB2 
3^LT, *gsf£#J;DB{§i©3tD -ILfg^AA^ 

Eitasi 6©ffi*»#a>sa*m-r'<<. xt7 7"s4 

0 1 (CM3., — B«©jiD • Sl/i^AASnt 
l^l>i^(37,T7 7'S 4 0 6 
[0 114] 7,X'>7'S4 0 7tC£HT, ^^©XV 

^ juia®^-^ ^uspp*^- h tgf^nfc t> cd i m « 

Wranfc«^, 7T7 7"S4 0 9K£ffU A*lgU2 3 

*©«*»*# A7jsnfc*£. • niiff am 

(±}gB2 1 aTfflfflb;fc***©5*S^l'Bft'r— *©H 
SiiUfiMOfx?) Uf7 7"S4 10) . 



XT-yys 4 1 1 (r^frf 3o • 
[0 115] 7,T7 7'S4 1 ITU A7JgB2 3 

Kb, SSE»**<A*anfc*^tt, Xf7 7"S 4 0 6 
[0 116] S*±. #589i©*3ifo«»ffiKtn>TBigii 

[0117] *i^M»t8K*5«r»T%>. gummmmtm 

[0 118] *«Wtt±E©*IM(fi»S8JCl8Sa 

n-s&©Tte&<, ^©gg©iEHi*j-r$c*©^#nr 

[0 119] fcfcAtf, ±l5©#*Jfi»IB-Ctt, SE«i¥ 

t*a*a&ish&«#. »*«*©«&&* • am 

* «t m& mm • mm z s »w (ctr o t> © k ^ ^ 

7J«2 3K:A7jan&»£-K:. ^M^a*fT5±3(CL 
atH»«&»«S:**fiS2 2*3J:^A^a5 2 2<£^L 
[0 12 0] Sfc. ±1E©#2Ufc»SBT«. «Tad»L 

v^uB&x-^tc^-f -5>vfS£©ms • m<om% 

[0121] ±aa©»n«»»T«. Hi§jS£&t 

*»ua**¥ijfflbitHii««©am. 45±^. 7=?9)v 
a^r - ^ -& m^-mz © isbe ^ fr -5 1> © t o ^ t 

©«fll£« ; F#*5A*&#ttT4«fc3Kl/T%>J:^. 

[0 12 2] -Mil/T, ±aE©3Bl, 2%imWiZyh 
tff*^7l:*t>T. BEft^^-FTfSIJRanfcT* 

v ^ ;ub^- ^ ©^fiE^fT -5 it ^jaase c o v»t» 

[0123] inn *%w<Dm i , 2 mmmmizTf; 
■?n? t> * ? ted: o Ki?Kt- K-raaja ntx *J9 

Hi2B. 01 1 (r^-rw^astttccfcox 
v ^ ;ub«x- ^ ©^k * ff -5 re © nft- s in bjt « & * 
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[0 124] $-f\ CPU 7 3<DmmlZ£0, 3*2* 
7 9*ftLT&m2ntz7yyi'i.* ; £V 7 9**^tt 
I /OjP-F 7 8 3S^bT«ttSnfcBI3JZ^T* : f' 
#/7^£ffi^H#x-*rt^*&£n. RAM751: 
Ur7^S4 0 1) . &£. ROM7 4I; 
«. §iyP^7A^Wnt*3D, CPU7 3iCj: 

-a. mi, B7c*tfii»i8. n?m&mm 

3519. #®SB2 0. MSIf ifSfiSIUBB 2 1 Sr?" 

D-tXtbTSiaT-S)o ROM7 4ii fci^tfCD- 

[0 12 5] ifclC. CPU 7 3 «. ROM 7 4 7&>£Vf- 

L. RAM7 5 \zmf&tiizizmmvk'T—9\ztti!azti 
x^^n^m^^uv. -t©ts**RAM7 5t»iW 

ttf'^S 5 0 2) . 
[0 12 6]i^fC, CPU7 3I1 ffiSgiH&x— 
ftLTxv J ^;Ha^x-iS'2:«7cb, £tl£: RAM 7 5 

icteifrr* Ut7^s 5 0 3) „ -€-n^f>, m^s^ 
a*nfcattx-^©i8ii««*«imb. ram7sjc 

Uf'^S 5 0 4). 
[0 12 7] CPU7 3I1 *-A2/Sfi7 2C 

a*gl7 2l:^^t5 Uf7^S5 

0 5). 

[0 12 8] iWi-ptcr-SCiT. ±BE©^1, 21 
[0 12 9] 

«JB!tl6]±K:» ig&*?# * 5 £tl#trf -5 Z\ttfi-C£ 

[Hi] *»wo»iiEafi»i8**jifflsnfc«^*/7 

[0 2] 01 Kj*TEEIBI8 1 4 T<D)E$glC J P E G*iC 
[0 3] B 1 CStlf K9l7i*0- 



(11) 

[04] HlK^r« ; f-*^5 0ai*l^©ttffS:lttM'r 

[05] i3C^TRAM6 5\zmfa2nz>&m7 7? 

£ m W •? % tz 46 <D 0 T * -5 . 

[0 6] 01 \ZTji-rm7-j]*y<Dwmft!£m<Dmttzm, 

WtZ>tztb<D7 □— 
[0 7] *»i«03B2^1fi»!B3&«afflSnfc« : f*^5 

to [0 8] *^0J<om3*S6^^iiffl^nrc*^^^5 

[09] 0 8 \ZTjk-rn?t)*y<D&mv%<DmtfF&ffiw-t 

Z>rztb<D7 a — 0T&3. 

[0io] 0 8 (c^-rfl;^*^7<Da^ff^B#©»jfi^& 

[011] 2Hjg^n^-r«^^^^ 
\z <t o ESs^Mt- h Tjiu s nfcxv?^ jwai&x— * 

20 [01 2] 01 i\z7F-tmmmmmw\zj:<o'Ti?$')vm 
&^-?(Djfeu&ft?&<nmft$:mm-?z>rzisb<D7u- 

0T-*-5. 

1 1 : S*ff. 1 2 : 13,13a: 

13b: m^mZ • A»» 1 4 : ffiftSgB. 1 
5 : WFS*£J*8I5 

1 6 : Stiff. 1 7 : eftW. 1 8 : ff£gB. 19:* 
ff*BK». 2 0 : 

so 2i: piitff aatcas. 21a: n^mz • mmn mm 
ta«, 2 2 : mTpffi 

2 3 : A^gB. 2 4 : \ftM2Uy 2S:W&t—$ 

2 6 : H«x-*«E£«. 5 1 : CCD. 5 2 : l^yl 
7. 53: A/D«»» 

5 4 : ^< 5 >i/fg£§§. 5 5 : ^KjIeISS. 5 6 : D R 
AM. 5 7 : Hi® • #"3fiiHS& 

5 8 : 777 ya^^'J; 5 9,7 9:3^*, 6 
0 : b'x^ff^fg^gs 

40 6 1 : D/Ag*S, 6 2 : $St^7"H, 6 3. 
7 3 : CPU 

6 4, 7 4 : ROM, 6 5, 7 5 : RAM, 6 6,7 6: 
67 : POyZ* 68,78:1 /Otf— K 72 :g 
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[010] 
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YES 
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(51) Int. CI. 7 tt0JBB*t F I (##) 

// HO 4N 5/225 HO 4N 5/91 J 
5/262 

(72)f89!# *« » F^-A(#^) 5B057 CA16 CA18 CB16 CB18 CE08 

W^JllK;i|iti5TfJ^±E3EW#1099S±te t* CG07 

^aBufiMy^fAi^Hfffi 5C022 AA13 AC03 AC13 AC31 AC42 

(72) mm^' =PM AC69 

*M^p a pJHIKm*#6Ta27#18^ 5C023 AA06 AA16 AA18 AA31 AA34 

#ttBiE»^m««*3S&lB*«Brt AA37 AA38 BA01 BA11 CA01 

(72) mwm mm m caos dao2 dao3 daos 

#^JIia«t^TlrF»KP*WI5030#ift * 5C053 FA08 FA13 FA23 GA11 GA20 

^itBiLMim^y h^x7*SW GB06 GB08 GB36 GB40 JA30 

KA03 KA18 KA24 KA25 LA02 
LA06 

5C076 AA14 AA36 BA03 
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